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ConventionsUsed In ThisGuide

This guide uses these conventions:

Bold italic print, as shown in this example, indicates field names, menu items, or
values in the ePowerSwitch software agent.

Bol d pri nt, asshown in this example, indicates filenames, directories, or items
that you must type exactly as they appear.

Italic print words or letters in braces {} indicatevaues
that you must supply. For example: {dri ve}:\setup

Italic print words or lettersin brackets < > indicate keys to press. If two keys are
separated by a+ plus symbol, then the first key should be pressed and held down
while pressing the second key. For example: <alt+enter>.

Note: Notes contrast from the text to emphasize their importance.

Warning: These messages alert you to specific procedures or practices; serious
consequences may result including injury if you disregard them.
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| ntroduction

The ePowerSwitch is a network-managesble, intelligent power
control unit designed to provide control of power for up to eight
electricd devicesin Internet age.

ePower Switch Features

The ePowerSwitch System features:

?? Internet ready — Individudly control each of eight
outlets usng aweb browser, telnet, or atermina program

?? Remotdy and individually reboot hung servers

?? 1f network hung, you can use telephone to control the
ePower Switch to shutdown or reboot locked up
devicesor servers.

?? Sequentially apply power to equipment that is plugged
into the ePower Switch.

?? Multiple OS support—Aslong asthere is Network
Management software present.

?? Remote setup support— Once an IP addressis assigned,
the rest can be setup remotely through telnet commands.

?? Easy USB port setup—In addition to regular seria port
setup support, this adapter also hasa USB setup feature
and isthe preferred method for initid setup of this card.
(Requires Windows 98)

?? Remote Control—Turns each receptacle on/off when the
NMS sends the proper command.

?? NM Ss To Receive Alarms—These trgps (unsolicited
messages) inform you about the power condition of the
power outlets.




?? Workswith all major NM Sson Ethernet—
ePower Switch System works with the most widely used
Network Management Systems. HP Open View, Sun
NetManager, IBM NetView, and many more.

?? Remote Firmwar e upgrade support - The
ePower Switch System supports firmware upgrade through
TFTP server remotely. A serid upgrade method is
available too.

?? Ring On or Reset adapter

Status LEDs
— Three LED indicators,

Red L ED — indicates the ON/OFF status for each of the rear
output socket respectively from A toH

Green LED - indicatesthe Internet (remote) control or non
Internet (front pand) control status of the corresponding
socket. Y ou may change this status by pressing and holding
the button for 3 seconds till the LED blinking then rlease the
button.

Yédlow LED - indicates the number of ePowerSwitch
connected to NIC. Thefirst one dways has NIC built-in. The
rest of the ePowerSwitch doesn’t have NIC (device
2,34,...upto 16). They are connected through iLink port via
iLink cableline,

Switch
Master Switch — controls the power for the entire unit.




On/Off Buttons — control for each of the corresponding rear
socket. Pressand hold for 3 seconds to setup up the
Remote/local control for each of the corresponding rear
socket. If you ingaled an optiond NT card indde the
ePowerSwitch, there isa delay time for the corresponding
outlet of the NT card to off the power for the safe shutdown
functiondlity. The default ddlay timeis st up as 3 minutes.

RJ 11 Jacks
iLink Port — Daisy chain to the another ePowerSwitch client
(without NIC).

Ring On/Reset Port — Connect to telephone line for
telephone On/Reset control.

Communication Port — Native support on Microsoft NT 4
and 2000 UPS driver. All ports are functiond defaullt.
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ePower Switch System Package

The standard ePowerSwitch System package contains an
ePowerSwitch System Unit with supporting hardware and
software.

ePower Switch System Package
Contents

The components of your package are:

= ePowerSwitch System Unit

=One 3.5" Diskette

=<Jser Manual

=<NIC Web Card w/ USB Cable & RS232 Cable
=Phone Card

=<NT Card w/ PC Communication Cable

= -ePowerSwitch iLink Cable for Daisy Chain
=<gPSiLink Cable

The ePower Switch System Unit

Figure 1 shows the internal ePowerSwitch’sfront pand. The
network connection pand illugtrates the following:

Figure1l ePower Switch System Network Connection Panel

Networ k connection ports—ePowerSwitch System
provides an unshielded twisted pair or UTP (RJ-45) connector




for 10Base-T networks. Once connected, it is possible to use
the ARP command to set |P address through the network
interface.

USB Connector — The USB port provides quicker setup
compared to the serid setup process. The USB driver filesand
setup software are both included on the floppy. Usersare
encouraged to use USB setup. (Requires English verson of
Windows 98, either first or second edition)

Serial Port — The serid port on the front is designed for initid
setup of the card. Null seria cableisrequired for seria setup.

Y our package will also contain one 3.5” diskette and aUSB

One 3.5" Diskettes

Y our package containsone 3.5" MIB diskette. The diskette
contains aUSB devicedriver, USB setup software, User’'s
manual, Quick installation and M I B file
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| P Setup

This section describes the IP set up & configuration of the
ePowerSwitch System when you connect it to the network.

There are four different ways to setup ePowerSwitch.

1. Setup IP address via Ethernet port using the ARP
command (first time only), then use a Web browser to
setup dl the parameters. Thisisthe easest way to
setup.

2. Setup viaserid RS232 port usng termind software,
e.g. Windows HyperTermind.

3. Setup viaUSB port usng ePowerSwitch USBSetup
software (USBSetup software included).

4. Setup IP address by usng ARP command (first time
only), then use telnet command to do the rest of the
setup. The setup interface is the same as serid RS232
port setup.

5. Setup IP address via Ethernet cascaded cable.

1.Setup via Ethernet port

Before setup you need:

1. IP address. Get avaid IP address from administrator.

2. MAC address: Find MAC address on the front panel of
the Web Card.

3. Default password: admin




The following steps guide you in connecting the ePowerSwitch
System through the Ethernet port

1. Connect the Ethernet port to the network with the Ethernet
cable.
2. Using thefallowing settings in the text mode:

c:\>arp —s 216.87.151. 196 52-54-4c- 19-ad-
90

#e216.87.151.196 is the | P address
#Ze52-54-4c-19-ad-90 is the MAC
addr ess.

Use ARP command to setup | P address only for the
first timeand the | P addressistemporarily.

3. UseaWeb browser to enter in and configure al
ePowerSwitch network parameters with the | P address you
setup by ARP command.

Use Web browser to st | P, gateway and subnet

1. Sdect “Network” in the SERVER category.

2. Hll out the blank and click “save” button.

3. Sdect “Save& Restart”, then dlick “Save and Restart”
button to save network information into Web Card and
reboot it.

4. Web Card needs about 30 seconds to reboot. Then IP setup
procedure is done. ePowerSwitch works now.




o Mprsice |
:
Set Network
: o 5 I‘iﬂl&ddd (]
Client A=, 470 P Address : |
Gateway Addrass ﬁlili-ud [F2 [
E—— = s et am——
ePower Subnal hash L 0
Switch Ciomain Blame Saper | ==
. - Server D [errm 1
TETE Server I Addess | .
TFTF Fils hama F;n-:.n |
SEME Read Community |
SHMVP Wiite Community e |

N

2. Setup via serial port

Before setup you need:

1. IP address. Get avdid IP address from administrator.

2. RS232 Cable.(enclose)

3. Dumb terminal software: ex: HyperTermind in the
win95/98, NT, Win2000.

4. Default password: admin




The following steps guide you in connecting the ePowerSwitch
System through the serid port

1. Connect the RS232 port to a dumb termina/PC with RS232
cable.
2. Setup termind software
1. Opentermina software; select “Property” in
“Hle” category.
2. Setup asfollowing image.

e Properties AR
Connect To  Settings I

— Function, arow, and chtil keys act az

% Teminal keys  Wwindows keys

...................................

— Backzpace keu sendz
& Cul+H  Del  Cul+H, Space, Chi+H

E mulation:

[wT100 =] TeminalSetup.. |
Telnet terminal [wT100

Backscroll buffer lines: IEEIEI ﬁ

[ Beep three times when connecting or disconnecting

ASCIl Setup.. |

(]9 I Cancel |
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COM1 Properties I

Fort Settings I
Bits per second:
Diata bitg: lB :j
Barity: IN.:.ne :]
Stop bits: |1 LI
Elawy contral; |N|:une j
Advanced... | Bestore Defaulkz |

ITI Cancel | e e[ |

3. Press OK if you have the Windows
Communications screen or accept your
communication settings in the termind emulaion
package. The termina/PC is now configured to
communicate with the ePowerSwitch.

4. Approximately three seconds after you turn on
AC power, the termind displays “Check u-
dram...”. Within 5 seconds, press*“/” when
you see “Waiting five seconds...” to enter
console configuration.

Y ou are now ready to configure the ePowerSwitch. Refer to
thefallowing Configuration section for amore detailed
discusson.

10



Note:

Thetelnet setup procedureisthe sameasthe serial
setup.

When the configuration is completed, remember to save and
restart.

Serial or Telnet Configuration

ePowerSwitch Systemis temporarily connected to a PC with a
terminal emulation package or through telnet connection. The
advantage of telnet configuration over serid port configuraion is
telnet operation can be done anytime, but seria configuration
has a short five seconds login window when the NIC Web
Card starts up.

Approximately three seconds after you turn on the power for
ePowerSwitch, the NIC card displays “Check u-dram...”
Press“/” when you see “Waiting five seconds...” to enter
console configuration.

Y ou are now ready to configure the ePowerSwitch.
Enter the user name and password.

Use CTRL-W to move up, CTRL-Z to move down. From this
menu you can select to enter the IP address, Gateway address,
and MIB system group; you can set trap receivers, display
Settings, reset the settings to default vaues; save the new vaues
and exit the program, and exit without saving.

Use terminal to st | P, gateway and subnet

To set the IP address and Gateway address, select the first
item.

11
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Sauwp Hestark

Cxit

- system set 1P addeess, gateway addeess and subnek mask
151 et 15[ dial mo, ISR account password
Hail et SHTP =werwer, r-mail addeens
Trap Set brap receivers
Derice set devlce conneckt, UPS, ePowe-Switch
minini i ral or Selodnternet adminisdealee mane anil o pas s peed
TelpetProfile iet telpet configuration port and password
Aesel Reset cenfigw-ative tu defaull

Saue and Hestart
Cxxt amnd disconmnection

EEE ¢ systen <., .nore:]]

Figure4 - 1P Addressfor the ePower Switch System and
More

-» 1P et IP address
Cateway Set gateway address
HeEMasK 5L subnet mask
DHE Set domain name servey

Conman AN LR L3

NOTE:

The minimum requirement to oper ate ePower Switch
Systemisto set the | P address.

If you want to return to the Main Menu, press Esc key.

For more information on |P addresses and net masks, seethe
Reference section of the Appendix in this manud.

The ISP setup is for dia-up connection.

-* DislHunber Gel 5P giel no
Frofile Gek L%F Account and passwvord
Ackivepial ek enablesdisable dial-out intertace

CEIET® ¢ pialHunber <Chx[]
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= SHTPServer el SHTPF Server
fdd fdd o e-mail addeess
Delele Delebe o e-pall address

SHTPR Serwer :

Ho . E-Hail fiddress
(1) (EmpLy)
(2)  (Emply)
(3}  (Emply)
(h) (Emply)
(5} (EmpLy)

[IEEE > SHTPSerwer <CRJ

To Save and Exit
If you are stisfied with your configurations, be sure to save
them and exit.

3. Setup via USB port

Before setup you need:

1. IP address. Get avdid IP address from administrator.
2. USB Cable. (Enclose)
3. USB driver and USBSetup file. (Enclosein the disk)

1. Connect the ePowerSwitch to a Windows 98 PC through
an USB cable. If the PC prompts for anew driver, insert
the floppy provided. Uncheck update Windows 98 check
box. It will copy the proper driver from the floppy. Follow
the ingtructions. The new USB device will be recognized
when the driver is properly ingaled. No sysem Sart up is
required. See the picture below. Sometimesit takes longer

13
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to see the device because the ePowerSwitch takes about
30 seconds to boot.

aystem Froperties

et L CrnpiLater

& & CDADM

5@ Disk diives

o ; Digplay adapters

=52y Floppy disk corbollers
-2 Had disk controllers
(= Human Interface Devices

Pk 8 Usb-interface power device
{=-ifg Keyboard
(=5 M onitors

F-Ty Mouze

- B8 Metwork adapters
F- Other dewices

#- % Portsz [COM & LPT)

[#-4= SC51 controliers
[#- M System devices

2. The“USB-interface power deviceg’ name must gppear in
the System Properties dialog box before you run the USB
setup software.

Power Device
Configuration Tool

14



3. USB stup is graightforward once the PC has successfully
detected USB device. Seethefollowing figure.

Power Device Configuration Tool - [Configuration |
"i) Device Configuistion View ‘indow Help

3 <08 0ol @7

System Farameter

In

IF Addreas 0. 0.0.0
Subnet Hask 255, 255, 255.0
Defsult Foute : 0.0.0.0

DHS Server 0.0.0.0
Telnet Port i 23

Gystem Operater Name
Jysten Operacer Password : Trwes
Telnet Config Pasaword i EANES

IZF Parameter
Phone Mumber
Dial Preflx
hoceas Username
Access Pasaword ¥ FARER
Diml-Out Interface : Disable

W=l Parameter
SHTP Server IP Address : 0.0.0.0

Mail Address 1 : ([Empty)

Mail Addresa 2 : (Empry)

Mail Address 3 : (Empry)

Mail Address 4 : (Empry)

Mail Addresa 5 : (Empty)

SHMMFE Farameter

Ko, IF Addre=za Commumicy Rocept bl
il | |-|
For Help. press F1 [ [NUM |

You need to run Device | Update & Restart before closing

4.Telnet Options

Y ou can aso Telnet to the | P address of the ePowerSwitch
System after it has been ingtaled on your network. Onceyou
have successfully established a Telnet connection with the

15
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adapter you may access the configuration menu as if you were
directly attached to it viathe configuration port.

Moving cursor in telnet session istricky. You need to sdect
VT100 cursor which isunder Terminal | Preferences |
VT100 Arrows. After this setup, moving around menu system
Isactualy easer than in console setup mode.

Note:

You must have previoudly configured at least the | P
addressand router information locally in order to
successfully make a Telnet connection.

5.Setup via Ethernet Cascaded Cable

Before setup you need:

1. IP address: Get avaid IP address from administrator.
2. Ethernet Cascaded Cable. (Not Enclose)

Thefallowing steps guide you in connecting the ePowerSwitch
System through the Ethernet port

1. Assgn your PC's IP address to dedicated | P address -
216.87.151.1

2. Connect the ePowerSwitch's Ethernet port and PC's
network port with Ethernet cascaded cable.

3. Enter ePowerSwitch web default |P address-
216.87.151.196 by web browser, then Use Web browser to
st |P, gateway and subnet.

16



PPP Configuration

PPP connection is useful if it isnot possible to make a
direct network connection to the ePower Switch. Againthe
externd modem is needed to connect to the front seria port of
the NI1C Web card of the ePowerSwitch.

PPP Configuration

ISP Dial Murrber |
ISP Account |
ISP Pasgword |
M gg=nable Dialup Function
Mad}ﬂ onfiguration
Baudrate Il =
[hial Prefix Initializatian String
[ ALl

Mail Configuration

SMTP Sarver |
Returned Address |
Message Subject [P address

Emeail Address

Sava | Djmun@

Fll in the blank as above in your web and save.

17
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Remote operation procedure

1. The remote user may hang up after three rings when did
in.

2. Based on the content of the PPP configuration,
ePower Switch will then automatically dial up to the
designated | SP and send the e-mail to the
designated e-mail addresswith the assigned 1P
address from | SP.

3. User may browse and control ePowerSwitch with this
dynamic IP

4. Check the disconnection on the bottom of the PPP
configuration page after work.

18



User Management

Adminigtrators can assgn the maximum of 4 users to control the
outlet.

User Management

EIPGWEI’E-WIECH 1 8

[ User Name Password | A l?[?l_lj I?IT G IT
[ I [ C e e e )
| = (= e =l el el =1 =)
I E E E EEEE
I | EEEEEEE

_._._
I— r—

_I
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Softwar e Update

Thisisthe place you can upgrade the firmware when it is
avalable or bug fix.

Software Upgrade

zurrent Vearsion V1.3

TFTP Server IP address -]

File Narme ]dmtt. e
'Continue to proceed the software upgrade process, YES
to upgrade now.

= BN

20



ePower Switch Configuration

Each outlet can be individualy programmed to engble ring
On/Off or resst.  Power resume delay is convenient for
sequential startup. Name of each outlet can be labeled to
whatever you like it to be caled. For example, serverl, DSL
modem, webserverl, eic. Since 16 ePowerSwitches can be
daisy chained together to share one NIC, so each unit can be
individualy named. Thelagt item “Enable waiting device
shutdown” is dedicated to Microsoft Windows NT (4 and
2000, workstation and server) to have a safe shutdown. If you
ingtalled an optional NT card insde the ePowerSwitch, thereis
adday timefor the corresponding outlet of the NT card to off
the power for the safe shutdown functionality. The default delay
timeis set up as 5 minutes.

ePowerSwitch Configuration |
ID Address =
Configuration ePowerSwitch [T =]

Identification [Powerwnt

Power
Ring Safe
it il Sy OivReset | Shutdowin/ Reboot
Delay

||C|a|w. ' PO gec | P | mir |0 o
Outlets (3 % sec | B | O/C [P sec
outietc [z N A R S
“_0 = = EEE| W EE ™
||':'“ﬁ‘=‘E 0005 |sec | ¥ Cir P30 sec
MHOHMF -|m -SBC .|- [+ r—-lrrr ”ﬁsg'ﬁ"
[OutletG TS 7 sec | P | OIE [P Jeec
OutletH| S P e | ® Cir | sec

21
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To enable this safe shutdown function, in both NT and WIN
2000, you need to have three setting for the UPS to configure
it.

2
LIPS Signal Polaity:

__.f' ‘Waming: Flease consult your UPS documentabion before

{ alttampling to conhgure signal polasnbes.

R Power Fall/On Battery: i Magalive " Positive

R Low Batten: & Mepalive ™ Puositree

R UPS Shutdown: * MNagatve I~ Positive

< Back Firish Cancel |

Connect the communication port on the rear of ePowerSwitch
to NT or WIN 2000 server with the PC Communicetion cable.
Connect the corresponding outlet on the rear of ePowerSwitch
tothe NT or WIN 2000 server with the PC input power cord.
Check the corresponding box of safe waiting device shutdown
in ePowerSwitch configuration page to enable this function.

22




Scheduled shutdown

Scheduled shutdown can be accomplished here. Be careful
with which outlet you are working.

Shutdown Restart
Date Action Time Time
{HH:MM) (HH:MM)
| MoN  |[aE % [
| Enable [poso (3

e T o
G R
El--

TSN Enable ([ (e

| sun  [IsISES (€ [

23
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Verify The ePower Switch Operation

1. After you complete dl configuration settings and connect the
ePowerSwitch System to the network, check the LINK status.

Power and Link lights should be on dl the times. Collison
light turns on occasiondly.

2. PING the ePowerSwitch System. Issue a PING command
from the NM S (Network Management Station).

a) If you do not get aresponse, check the card’s
network connection and IP address.

3. Test the adapter with an NMS. Perform a“ get” and a
1] %t.”

a) If the get or set commandsfail, check the
ePowerSwitch System access controls. The manager
must have read permission to execute a get
command successfully and read/write permission to
execute a set command successtully.

(See Configuring the NMS section for a detailed discussion.)

Your ePower Switch isnow installed and
completely functional.

24



Upgrade Firmware

TFTP Upgrade

With a Web browser, click on “ Software upgrade’, input TFTP
sarver’sIP address and go. Make sure that the firmwarefile
(For example: ups.bin) islocated in the default directory of the
TFTP sarver.

RS232 Serial Port Console Upgrade

The following steps guide you in connecting the ePowerSwitch
System through the serid port

1. Connect the RS232 port to a dumb terminal/PC with anull
serid cable.

2. Power on the NIC card of the ePowerSwitch;

Ethernst:(HAD Address | 52-54-40-19-07-FC |
High-speed TiRFtritailized

Checlk u-drsm... 1. Press O o enter commiand mode!
Enter lpader...

AMD Flash found i1n socket...

Bolling part for Dewviee ID.. . found an Am29FA00E
Checking current Elash status. . . flash is [HEeadwl
-upgr 1. Enter upgr for fimmware npgrade here!
Upgrade Code zpd Homepage datal

Ernging seotor 0...[Readwl

Erasing ==cto T 71
Erasing s=oto

Erasing sectao| Foter o bl Praidg posesupgiads

Erasing secta Eenames

Erasing s&ota i p I A i Bromsse...
Erasmg i [ ot Pl poweer i prraceupdd bin il
Erasing seoto Delscot
Erasing secto |=modem ™ j
Eracing Soeoto s o
I::rn51u5r Secto [ Send I Cloas | Cancel I
Erasing secto

Erosing sectof o... [REA0T]

Erasing sector d...[Feady]

Erasing sector =. .. [Ready)

Woit 25 seconds for host to select upgrade file...
3. From Transfer | Send File, gelect the rizhe e and gendd!

? You have to reconfig al setting in eéPowerSwitch after the
upgrade process has been completed successfully because dl

25
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the user data are lost.

26



Telephone I nterface

You must have the optional phone card ingalled insde
the ePower Switch Server for all thefunctions discussed
here. Please check the dealer for the detail infor mation.

Telephone accessinterface

=

Did up the ePowerSwitch.

After three sequence rings, the ePowerSwitch will respond
by sending out 3 short begps to the caller and waiting for
user to enter password.

User enters access password. The default password is
123456789%.

. The ePowerSwitch will send out

a. 3 short beep to confirm successtul login.
b. A long beep to deny access.

. Once logged in, remote user can change ID Address:

333X Xxx# is Change ID Address Command.
XX isCurrent Address, xx isChange ID Address.

Eg, 3330001# change ePowerSwitch ID from O to 1.

The default 1D address for ePower Switch isO.
Thevadid ID address for ePowerSwitchis1, 2...16. The ID
address set for ePowerSwitch in daisy chain needsto be
different.

Note: If you had setup ePower Switch 1D from by web, you

do not need to change ID here.

6. Oncelogged in, remote user can punch in 4 digits

27
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ePowerSwitch| ePowerSwitch| Function
ID Address Outlet

XX X X
01-16 1-8 = A-H 0-Off
9 & All 1-On
2-Reset

Every command must add “#” in the end.

Eg, 0111# turn on ePowerSwitch01, outlet A,

0120# turn off ePowerSwitch01, outlet B,

0142# to reset ePowerSwitch01, outlet D (turn off
immediately, and on after 10 seconds)

Remote user may punch in 8 digits to delay reset, on or off.
Eg,

02813600# means turn ePowerSwitch02 outlet H on after
3600 minutes.

02803600# means turn ePowerSwitch02 outlet H off after
3600 minutes.

028236004 means reset ePowerSwitch02 outlet H after
3600 minutes.

Use combination of 0111XXXX# and 0112X XX X# to get
different delay for reset, or create alonger command.
XXXX max vaue is 9999, which is about 166 hours, or
6.94 days.

. The ePowerSwitch will acknowledge received commands

by issuing 2 short beeps otherwise along beep indicate
failure or not recognizable.

. Change password. The default password is 123456789.

User hasto enter previous password in order to change
password.

28



9. User enter 888X XX.....# or whatever previous password,
then ePowerSwitch responds with three short beeps
acknowledge access granted. Then user enter new
passwvord as following:

BBBX XXX XXX XX X#, and ePowerSwitch acknowledge 2

short beeps, sounds like “what?’ and user input

BBBX X XXX XXX XX# the second time to re-confirm, and

ePowerSwitch acknowledge 4 short beegps, indicating

password change completed.

10. Hang up to close access.

11. Each command string should be entered within 20 seconds,
the ePowerSwitch in awaiting loop to receive command.
After 180 seconds without user input, the device will logout
USer.

12. “000#" key force to logout.
13. *” key cancd keyinerror .

14. Usr interface use minutes as unit.

29
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This gppendix has three sections: Reference, Glossary, and
Troubleshooting.

Reference

This section discusses Communities, |P Addresses, Sub net
measking, and routers/gateways.

Communities

A community isastring of printable ASCII characters that
identifies a user group with the same access privileges. For
example, acommon community nameis“public.”

For security purposes, the SNMP agent validates requests
before responding. The agent can be configured so that only
trap managers that are members of a community can send
requests and receive responses from a particular community.
This prevents unauthorized managers from viewing or changing
the configuration of adevice.

| P Addresses

Every device on an internetwork must be assigned a unique IP
(Internet Protocol) address. An |P address is a 32-bit vdue
comprised of anetwork 1D and ahost ID. The network ID
identifies the logica network to which a particular device
belongs. The host ID identifies the particular device within the
logica network. 1P addresses digtinguish devices on an
internetwork from one another so that | P packets are properly
transmitted.
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| P addresses appear in dotted decimal (rather than in binary)
notation. Dotted decimal notation divides the 32-bit vdue into
four 8-bit groups, or octets, and separates each octet with a
period. For example, 199.217.132.1 isan IP address in dotted
decimd notation.

To accommodate networks of different sizes, the P address
has three divisons—Classes A for large, B for medium, and C
for small. The difference among the network classesisthe
number of octets reserved for the network ID and the number
of octets reserved for the host ID.

Class Valueof First [ Network ID Host ID Number of Hosts
Octet
A 1-126 first octet last three octets 16,387,064
B 128-191 first two octets last two octets 64,516
C 192-223 first three octets last octet 254

Any value between 0 and 255 isvaid asahost ID octet except
for those values the InterNIC reserves for other purposes.

Value Purpose

0, 255 Subnet masking

127 Loopback testing and inter process communi-
cation on local devices

224-254 IGMP multicast and other special protocols

Subnetting and Subnet Masks

Subnetting divides a network address into subnetwork
addresses to accommodate more than one physical network on
alogicd network.

For example: A Class B company has 100 LANs (Local Area
Networks) with 100 to 200 nodes on each LAN. To classfy
the nodes by its LANS on one main network, this company
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segments the network address into 100 subnetwork addresses.
(If the Class B network addressis 150.1.x.X, the address can
be segmented further from 150.1.1.x through 150.1.100.x.)

A subnet mask is a 32-bit vaue that distinguishes the network
ID from the host ID for different subnetworks on the same
logical network. Like |P addresses, subnet masks consist of
four octets in dotted decima notation. Y ou can use subnet
masks to route and filter the transmission of | P packets among
your subnetworks. The value “255" is assigned to octets that
belong to the network ID, and the value “0” is assigned to
octets that belong to the host ID.

For the example above, if you want dl the devices on the
subnetworks to receive each other’ s | P packets, set the subnet
mask to 255.255.0.0. If you want the devices on asingle
subnetwork only to receive | P packets from other devices on its
own subnetwork, set the subnet mask to 255.255.255.0 for the
devices on that subnetwork.

Subnet Mask Routing and Filtering

0.0.00 |P packets are transmitted to all
devices.

|P packets are only transmitted to
devices whose |P address's first octet
matches the sender’s |P address' s first
octet.

| P packets are only transmitted to
devices whose | P address' s first two
octets match the sender’s |P address's
first two octets.

| P packets are only transmitted to
deviceswhose |P address' sfirst three
octets match the sender’s |P address's

255.0.0.0

255.255.0.0

255.255.255.0
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| | first three octets.

Gateways

Gateway, aso referred to as arouter, is any computer with two
or more network adapters connecting to different physica
networks. Gateways alow for transmission of |P packets
among networks on an internetwork.

33



Glossary

The Glossary section definesthe terms used in the
ePowerSwitch System - MP environment.

Agent

Implemented SNMP applications in network elements
(hosts). Agents perform the network management’s
functions as requested by the network administrator from
an NMS,

Dry Closure Input

Non-powered contact type inputs—switch, relay contact,
open-collector.

Dry Closure Output

Form C dry-contact outputs which are common, normally
open, or normally closed.

Ether Net

Local Area Network technology, originally developed by the
Xerox Corporation, can link up to 1,024 nodes in a bus
network. EtherNet provides raw data transfer in arate of
10 megabits/sec. with actual throughputsin 2 to 3
megabits/sec. using a baseband (single-channel)
communication technique. EtherNet uses carrier sense
multiple access collision detection (CSMA/CD) that
prevents network failures when two devices attempt to
access the network at the same time. LAN hardware
manufactures use EtherNet protocol; their products may
not be compatible.

Gateway

A computer that attaches to a number of networks and
routes packets between them. The packets can be
different protocols at the higher levels.

Internet Protocol—The TCP/IP standard protocol defines
the IP datagram as the unit of information passed across a
network.

IP Address

Internet Protocol Address—A 32-bit address assigned to
hosts participating in a TCP/IP network. The IP address
consists of network and host portions. It is assigned to an
interconnection of a host to a physical network.

MAC

Medium Access Control—T he network layer between the
physical and the datalink layers. Specifically, the physical
(hardware) address exists in this layer.

MIB

Management Information Base—The database, i.e., set of
variables maintained by a gateway running SNMP.

NC

Normally Closed —Refers to a contact switch that is
normally closed.

NIC

Network Interface Controller—The hardware interface to the
physical connection to the network.

NMS

Network Management Station




NO

Normally Open—Refers to a contact switch that is normally
open.

OID

Object Identifier—The variables defined in aMIB.

Personality

The current device specific software uploaded to the
ePowerSwitch System

Router

A computer that manages traffic between different network
segments or different network topologies. It directs the
destination |P address. The network media can be
different, but the higher level protocols must be the same.

RS-232

A specification for serial communication between data
communication equipment and computers.

SNMP

Simple Network Management Protocol—A standard protocol
used to monitor IP hosts, networks, and gateways. SNMP
defines a set of simple operations that can be performed
on the OIDs of the MIBs managed by the monitored
Agents. It employs the UDP/IP transport layer to move
its object between the Agents and the NMS.

Sub-Agent

A software module that manages specific MIB sub-groups for
an Agent. They communicate with the Agent using a
SMUX (multiplexer).

TCPIP

Transmission Control Protocol/Internet Protocol—A
protocol suite used by more than 15 million users with a
UNIX association and widely used to link computers of
different kinds.

TES

Terminal Emulation Software—Communications program to
transform a personal computer into aterminal for the
purpose of data communications.

TFTP Server

Trivial File Transfer Protocol Server—A host to provide
services according to TFTP; a TCP/IP standard protocol
for file transfer with minimal capability and overhead
depending on UDP for its datagram delivery service.

UDP/IP

User Datagram Protocol/Internet Protocol—A TCP/IP
standard protocol. It enables transfer of information
between applications running on different host. It is
referred to as an unreliable, connectionless datagram
delivery service.

UPS

Uninterruptible Power Supply—A device that supplies power
to your system with rechargeable batteriesif thereis an
AC power failure.

35




36

Troubleshooting

Problem:

Solution:

PROBLEM:
Solution:

Solution:
Solution:

Solution

The TES (Terminal Emulation Software) does not display
anything.

Make surethe TES's communication parameters are correct. They
should be 115200 baud rate, no parity, 8-data bits, and 1 stop bit.

The cableisanull serial cable.
The NM S cannot ping the ePower Switch System.

Make sure the network connection to the ePower Switch System is
good.

Make sure the cableisin good condition.
Make sure to set the Community String

Name the community with any lowercase name. (A UPS monitors a
designated community.)

Make sureto set the Manager Table.
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